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Claims 

What is claimed is: 

1. A method of synchronizing a timing device of a client station comprising the steps of: 

a) sending a plurality of packets, each packet being sent at a predetermined time 
having a predetermined temporal spacing from other packets, from a time server to the client 
station via a conmiunications netv^ork; 

b) receiving the plurality of packets at the client station; 

c) determining a time indicative of a local time of receipt of the plurality of packets 
at the client station and storing time data in*dependence thereon; 

d) returning the plurality of packets to the time server via the communications 
network; 

e) determining a time indicative of a local time of receipt of the plurality of packets 
at the time server; and, 

f) determining synchronization data in dependence upon round trip delay of the 
packets and variance in temporal spacing of received packets. 

2. A method of synchronizing a timing device of a client station as defined in claim 1 , 
comprising the steps of: 

g) comparing the synchronization data to threshold values; 

h) determining data indicative of a time correction if the determined data of step f) 
are vvithin the threshold values; and, 

i) sending a signal comprising the data indicative of a time correction from the time 
server to the client station. 
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3. A method of synchronizing a timing device of a cHent station as defined in claim 1 , 
comprising the step of: 

g) comparing the synchronization data to threshold values; and, 

h) repeating steps a) to f) if the data determined in step f) are not within the threshold 

values. 

4. A method of synchronizing a timing device of a client station as defined in claim I , 
wherein the plurality of packets are sent at predetermined times such that temporal spacing 
between consecutive packets are a same. 

5. A method of synchronizing a timing device of a client station as defined in claim 2, 
comprising the steps of: 

j) receiving the signal comprising the data indicative of a time correction at the 
client station; and, 

k) synchronizing the timing device of the client station in dependence upon the 
received signal. 

6. A method of synchronizing a timing device of a client station as defined in claim 1 , 
wherein during the step a) the time server sends a plurality of packets, each packet being sent at a 
predetermined time, to each of a plurality of client stations via the communications network. 

7. A method of synchronizing a timing device of a client station as defined in claim 1 , 
wherein each packet comprises a binary signal of m bits, the binary signal comprising an 
identifier of the packet and an identifier of the time server. 
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8. A method of synchronizing a timing device of a cUent station as defined in claim 7, 
wherein the identifier of the time server comprises at least a random number. 

9. A method of synchronizing a timing device of a chent station as defined in claim 7, 
comprising the step of: 

attaching to at least one of the packets authentication data for identifying the client 
station, the data attached by the client station. 

10. A method of synchronizing a timing device of a client station as defined in claim 7, 
comprising the steps of: 

comparing upon receipt of the packets at the time server the identifier of the time server 
v^ith a reference identifier; and, 

if the comparison result is not indicative of a match, repeating steps a) to e). 

11. A method of synchronizing a timing device of a client station as defined in claim 9, 
comprising the steps of: 

comparing upon receipt of the packets at the time server the authentication data 
identifying the client station with reference authentication data; and, 

if the comparison result is not indicative of a match, repeating steps a) to e). 

12. A method of synchronizing a timing device of a client station as defined in claim 2, 
wherein step i) comprises the step of: 

signing securely at the time server the signal comprising the data indicative of a time 
correction. 
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13. A method of synchronizing a timing device of a client station as defined in claim 1 2, 
comprising the steps of: 

receiving the signal comprising the data indicative of a correct time at the client station: 
verifying the signature of the time server; and, 

if the signature is verified, synchronizing the timing device of the client station in 
dependence upon the received signal. 

14. A method of synchronizing a timing device of a client station as defined in claim 1, 
comprising the step of: 

time-stamping each of the packets at the client station by adding time data indicative of 
the client station's timing device time at the time instance of receipt of each of the packets. 

15. A method of synchronizing a timing device of a client station as defined in claim 1 , 
comprising the step of: 

providing a warning signal if the round trip delays of the packets are not within a 
threshold value, the threshold value being determined using a statistical estimate of round trip 
delays of the communications network. 

16. A method of synchronizing a timing device of a client station as defined in claim 1 0, 
wherein step h) comprises the steps of: 

determining a round trip delay value for each of the plurality of packets; 

determining a minimum round trip delay value; and, 
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calculating data indicative of a correct time by adding half of the minimum round trip 
delay value to the predetermined time the packet having the minimum round trip delay value has 
been sent by the server. 

17. A method of synchronizing a timing device of a client station as defined in claim 2, 
wherein step h) comprises the steps of: 

determining a round trip delay value for each of the plurality of packets; 

determining a minimum round trip delay value by interpolating using at least two round 
trip delay values; 

determining an interpolated predetermined time corresponding to the interpolated round 
trip delay value; and, 

calculating data indicative of a correct time by adding half of the interpolated minimum 
round trip delay value to the interpolated predetermined time. 

18. A method of synchronizing a timing device of a client station as defined in claim 14, 
wherein step h) comprises the steps of: 

determining a round trip delay value for the first packet of the plurality of packets; 

determining for each packet following the first packet a first time difference between the 
first packet and the each packet at the time sent from the server; 

determining for the each packet following the first packet a second time difference 
between the first packet and the each packet at the time received at the client station; 

determining a third time difference by subtracting the second time difference from the 
first time difference for the each packets; 

determining a maximum third time difference and a corresponding packet, the 
corresponding packet having a minimum travel time from the server to the client station; 
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determining the minimum travel time by subtracting the maximum third time difference 
from half of the round trip delay value of the first packet; and, 

calculating data indicative of a correct time by adding the minimum travel time to the 
predetermined time of the corresponding packet. 

19. A method of synchronizing a timing device of a client station as defined in claim 14, 
v^herein step h) comprises the steps of: 

determining a round trip delay value for each of the plurality of packets; 

determining a minimum round trip delay value; 

determining for each packet a first time difference between the packet having the 
minimum round trip delay and the each packet at the time sent from the server, wherein time 
differences of packets sent before the packet having the minimum round trip delay are of 
negative value; 

determining for the each packet a second time difference between the packet having the 
minimum round trip delay and the each packet at the time received at the client station, wherein 
time differences of packets received before the packet having the minimum round trip delay are 
of negative value; 

determining a third time difference by subtracting the second time difference from the 
first time difference for the each packets; 

determining a maximum third time difference and a corresponding packet, the 
corresponding packet having a minimum travel time from the server to the client station; 

determining the minimum travel time by subtracting the maximum third time difference 
from half of the round trip delay value of the packet having the minimum round trip delay; 

calculating data indicative of a correct time by adding the minimum travel time to the 
predetermined time of the corresponding packet. 
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20. A method of synchronizing a timing device of a client station as defined in claim 14, 
wherein step h) comprises the steps of: 

determining a travel time for each of the plurality of packets from the time server to the 
client station, the travel time being the difference between the predetermined time the packet was 
sent from the server and the local time the packet was received at the client station, wherein the 
time of the client station is within known error bounds; 

determining a minimum travel time from the travel times of the plurality of packets; and, 

calculating data indicative of a correct time by adding the minimum travel time to the 
predetermined time of the corresponding packet. 

21. A method of synchronizing a timing device coupled to a communications network 
comprising the steps of: 

a) sending a plurality of packets, each packet being sent at a predetermined time, 
from a first node to a second node via a communications network; 

b) receiving the plurality of packets at the second node; 

c) determining a time indicative of a local time of receipt of the plurality of packets 
and providing time data in dependence thereon; 

d) returning the plurality of packets to the first node via the communications 
network; 

e) determining a time indicative of a local time of receipt of the plurality of packets 
at the first node; and, 

0 determining data in dependence upon round trip delay of the packets and variance 
in packet spacing and comparing the data to threshold values. 
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22. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, comprising the step of: 

determining data indicative of a time correction if the determined data of step f) are 
within the threshold values. 

23. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 22 wherein the provided time data is appended to a packet and is returned with 
the packet to the first node. 

24. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, comprising the step of: 

repeating steps a) to f) if the data determined in step f) are not within the threshold 

values. 

25. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, wherein the first node is a client station and the second node is a time server. 

26. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, wherein the first node is a client station and the second node is a second 
other client station. 

27. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, wherein in step (c) each of the packets is time stamped with a local time of 
the second node. 
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28. A method of synchronizing a timing device coupled to a communications network as 
defined in claim 21, wherein steps a) to e) are processed in real time. 

29. A system of synchronizing a timing device of a client station via a communications 
network comprising: 

first processing means connected to the communications network and a time clock: and, 
second processing means connected to the communications network and the timing device, 

wherein the first processing means comprise: 

means for sending in real time a plurality of packets, each packet being sent at a 
predetermined time, via the communications network to second processing means; 

means for receiving the plurality of packets from the second processing means in real 

time; 

means for determining in real time a time indicative of a time of receipt of each of the 
plurality of packets; 

means for determining data in dependence upon round trip delay of the packets and 
variance in packet temporal spacing and comparing the data to threshold values; 

means for determining data indicative of a correct time in dependence upon time data 
from the time clock and the data in dependence upon round trip delay of the packets and variance 
in packet temporal spacing; and, 

means for sending a signal comprising the data indicative of a time correction to the 
second processing means via the communications network; 

and, 

wherein the second processing means comprise: 

means for receiving a plurality of packets from the first processing means in real time; 
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means for determining in real time a time indicative of a time of receipt of each of the 
plurality of packets; 

means for returning the plurality of packets in real time to the first processing means; 

means for receiving a signal comprising the data indicative of a time correction from the 
first processing means; and, 

means for synchronizing the timing device in dependence upon the data indicative of the 
time correction. 

30. A system of synchronizing a timing device of a client station via a communications 
network as defined in claim 29, the second processing means comprising means for time- 
stamping each of the packets in real time. 

31. A system of synchronizing a timing device of a cHent station via a communications 
network as defined in claim 29, the second processing means comprising means for attaching in 
real time to at least one of the packets an authenticator identifying the cHent station. 

32. A system of synchronizing a timing device of a client station via a communications 
network as defined in claim 29, the first processing means comprising means for identifying the 
client station by its authenticator. 

33. A system of synchronizing a timing device of a client station via a communications 
network as defined in claim 29, the first processing means comprising means for retrieving time 
data from each time stamped packet. 
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